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1. APPG Blockchain Evidence Meeting on 

Government, Democracy & Voting 

Purpose  

The purpose of the All-Party Parliamentary Group on Blockchain (APPG Blockchain) is to ensure 

that industry and society benefit from the full potential of Blockchain and other Distributed Ledger 

Technologies (DLT), making the UK a leader in Blockchain/DLT's innovation and implementation. 

This Report of the 22nd Evidence Meeting of APPG Blockchain explores Blockchain’s application 

in the areas of Government, Democracy and Voting. It provides a summary of the takeaways from 

the Evidence Meeting.  

The Video recording of the session is available on our websites:  

• APPG Blockchain https://bicpavilion.com/wall/appg-blockchain  

• Big Innovation Centre www.biginnovationcentre.com 

 

Details of the Meeting 

• Date: 5 April 2022 

• Time: 17:30 – 19:00 BST 

• Location: Virtual House of Commons, London  

• Registered: 79  

 

  

https://www.youtube.com/watch?v=bLd9Fte0jFE
file:///C:/Users/FernandoSantiago/Downloads/www.biginnovationcentre.com/
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Panellists: Evidence Givers, Chair & Secretariat 

The evidence meeting was Chaired by the APPG Blockchain Chair Martin Docherty-Hughes, 

Member of Parliament. Big Innovation Centre acted as the Secretariat for the APPG on 

Blockchain, led by CEO Professor Birgitte Andersen and Project Manager George Farrer. 

 

The twenty-second APPG on Blockchain Evidence Meeting aimed to inform Members of the 

House of Commons and House of Lords about the current developments in the application of 

Blockchain in terms of aiding government practices, ensuring and heightening democracy and 

the opportunities e-voting could well bring. Assuring representations from across stakeholders,  

 

The APPG meeting on government, democracy and voting had evidence giving from:  

• Government – House of Lords 

• Technology Industry – Quant Network 

• Regulator – World Bank 

• Academia – University of Exeter and University of Surrey 
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Lord Holmes of 
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Dr. Luke Riley 
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Administration & 

Institutional 
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University of 
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Associate 
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2. Background 

 

The meeting's primary goal was to understand the latest developments surrounding Blockchain’s 

effect on governmental practices, how Blockchain can strengthen democracy, and electronic 

voting. The APPG on Blockchain has brought together global perspectives from different 

institutions, academia, and businesses. 

 

The speaker's panel addressed the following questions about Government, Democracy and 

Voting:  

 

• How can Blockchain strengthen established democratic practices in more developed 

countries? i.e., boosting voter turnout through electronic voting systems. 

• Can Blockchain ease concerns about the transition to a digital democracy? (i.e., electoral 

fraud doesn’t seem as much of a potential problem) 

• Does Blockchain-based voting live up to democratic principles, when competitors acquire 

tokens, or when voter authentication is not guaranteed? 

• What regulation / legislation is required to allow Blockchain to be compatible with existing 

legal and organisational frameworks? 

• Does Blockchain have a role to play in less strong democracies? (i.e., could it help to 

tackle issues such as corruption?) 
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3. Pre-Meeting Poll 

Prior to the APPG Blockchain meeting, a poll was issued on the APPG Blockchain’s Pavilion 

platform.  

Question 1 asked APPG members if they thought the UK electorate is ready for e-voting. The 

most popular answer was that the UK electorate is ‘somewhat ready’ for e-voting (41%), closely 

followed by the UK electorate being ‘very ready’ for e-voting on 36%. This displays that there is 

certainly considerable appetite for electronic voting in the UK. 

Question 2 questioned the extent to which Blockchain could prevent voting corruption by 

governments. 42% of respondents agree that Blockchain will prevent voting corruption, with 21% 

going further and ‘strongly agreeing’. A quarter (25%) would say that Blockchain will not prevent 

voting corruption. 



 
 

 

8 

 

 

Question 3 contemplated if Blockchain could prevent electoral fraud, with voters selling their 

votes or voting twice. The results here are more mixed, with no clear outlier at the front. Overall, 

54% think that Blockchain will not prevent electoral fraud, with 46% thinking that Blockchain will 

prevent electoral fraud.  

Question 4 asked whether Blockchain adoption would increase government efficiency, and 

accuracy during elections. There was a much clearer outcome here. 46% agreed that Blockchain 

would have this positive effect, and 38% went further, strongly agreeing that Blockchain adoption 

would increase government efficiency and accuracy during elections. 
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Finally, Question 5, asked members of the APPG on Blockchain if they thought Blockchain 

adoption would make the world more democratic. The most common response was ‘agree’ with 

33%, but overall the answers were extremely close together, with none of the responses receiving 

below than 20% of the votes. This shows that there is not a clear public view was to whether 

Blockchain will make the world more democratic; therefore, key questions still need to be 

answered. 
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4. Meeting Takeaways 

4.1 Blockchain-based Voting is becoming much more common, as is 

Blockchain usage by Governments. 

Blockchain and Distributed Ledger Technology (DLT) is fast becoming more than just about 

Bitcoin and Non-Fungible Tokens (NFTs). Blockchain has potential in aiding democratic practices 

and governments themselves. Since the beginning of Blockchain technology and the start of 

Bitcoin, voting has been a part of the technology, leading through to proof of stake systems, and 

the consensus protocol.  

At the start of Bitcoin, nodes would be implicitly voting on what they believe to be 

the next block, and then after Bitcoin there came proof of stake systems where 

there was explicit voting by the nodes for which is the next block, via signatures. 

That’s the consensus protocol (L. Riley) 

Voting via Blockchain’s could help many citizens access elections and engage in their democratic 

right to vote. They may not be able to access polling stations or have the ability to cast a genuinely 

secret ballot, therefore Blockchain-based voting has serious potential in increasing turnout, and 

therefore the perceived legitimacy of the election’s outcome. Higher numbers engaging in the 

political process could be a positive for democracy – increasing government scrutiny and forcing 

a higher awareness of political issues. 

Citizens are very comfortable with doing everything online, and it is argued that 

more convenient voting also increases engagement in the elections process (S. 

Schneider) 

There are many examples of Blockchain technologies being used in elections and governmental 

practices around the world. Whilst the most famous example of electronic voting would be in 

Estonia, e-voting has also been trialled in the Australian state of Victoria, and in Salt Lake City. 

Additionally, countries such as Ukraine and Georgia have been using Blockchain for practices 

like the registration of land titles. The use of Blockchain technology by governments is expanding 

rapidly around the world. 
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4.2 The Electoral Roll is the perfect place to start to introduce Blockchain 

into Elections 

Perhaps the best place to start, with introducing Blockchain and Distributed Ledger Technology 

(DLT) into elections, would be through the use of a Blockchain-enabled electoral roll. This goes 

beyond the voting process itself and would not have too much of an effect on citizens who may 

be initially put off by the idea of electronic voting. The use of DLT with the electoral roll would be 

a great proof of concept for this technology and could be a strong place to convince sceptics that 

Blockchain has a place in elections. 

Combining a DLT-enabled electoral roll with the vote, will really start to enable some 

possibilities around removing the chance of coercion and fraud the problems with 

paper ballots, spoiled ballots, and postal votes (Lord Holmes of Richmond) 

The UK electoral register is widely erroneous – Luke Riley details that in 2015, 9% of the electoral 

register was inaccurate. Many voters are registered in two local authorities, due to being students, 

etc., therefore this can lead to confusion between local authorities and the voters themselves 

about where they can vote. Blockchain and DLT can help here, giving transparency about where 

voters are registered. 

This is one of the perfect places to start with Blockchain and our democracy. Each 

local authority could run their own nodes, they could authorities their own people, but 

they could have real time checks looking at whether ‘this person is registered 

somewhere else in a different constituency’ (L. Riley) 

However, there are some concerns about introducing Blockchain into elections. Does simply 

making registration and voting more accessible increase the likelihood of someone going to vote? 

Perhaps they still may not be engaged in the democratic process? The technology will certainly 

help, but it will not be the only factor when looking to increase participation in elections. 

The vibrancy of the democratic process is the most important thing, and just 

something being more convenient, people still have to want to do it (S. Schneider) 

It won’t be technology which restores trust, vigour, and vibrancy to democracies 

around the world, but it can play an important part in enabling and empowering that 

process. (Lord Holmes of Richmond) 
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4.3 Blockchain will provide Transparency and Efficiency in Electoral and 

Governmental Processes 

There is certainly a transparency and trust issue around the world, not just solely in the UK. 

Blockchain and Distributed Ledger Technology (DLT) has the potential to negate these negatives, 

through the characteristic strengths of the technology. DLT allows for data consistency between 

multiple parties, with transactions being audited by these multiple parties. This leads to 

verifiability, especially within elections, where the consistent data can show us who has voted and 

when, without confusion. 

With Blockchain, you can very quickly see that a vote has been correctly sent to the 

right person (L. Riley)  

Verifiability is exactly the strength that Blockchain and Distributed Ledger Technology 

provides (S. Schneider) 

Aside from voting, Blockchain and DLT is being used to ensure there is a trusted and transparency 

system of land transfer and registration. This would replace all paper-based processes, and 

certainly would increase the efficiency, transparency, and governance of all processes. The 

ledger element of the technology provides the reliable platform that would provide a public record 

for verifiability and allow independent checkers to audit the information. Blockchain can therefore 

provide the regulatory scrutiny required for efficient and accurate governmental processes. 

Analytical work found that Blockchain and DLT could play a key role in shoring up the 

public financial management system, and ensuring that there is a single source of 

truth (T. Lane) 

The transparency and traceability that Blockchain provides can also be features of the 

regulatory process in this case, with Blockchains not being subject to regulatory 

scrutiny but providing it (R. Herian) 
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4.4. Widespread use of Blockchain and Distributed Ledger Technology 

(DLT) may exacerbate digital divides 

Despite the very clear promise of Blockchain and DLT, there are some consequences that will 

have to be considered by governments before fully embracing Blockchain’s use for elections and 

governmental processes. Adoption is certainly going to take longer in developing nations, where 

internet access is poorer than in developed countries, and where understanding of Blockchain 

and DLT may be limited. This may not only be the case on an international basis, but also within 

nations where digital divides may be particularly deep. 

At the more practical level, the overreliance on digital public services exposes real 

digital divides and inequalities, meaning unequal access for all citizens to 

technologies, as well as the know-how to use them (R. Herian) 

We’re always pushing to make sure that our services, through our projects and 

through governments reach the poorest; but by moving everything into a more 

digitalised realm, there’s a huge concern of widening the digital divide and 

exacerbating internet poverty (T. Lane) 

The technology is simply not as egalitarian as optimists think (R. Herian) 

Moreover, there needs to be a balance between the rightful hype surrounding new technologies, 

such as Blockchain, and the potential transformation of the new technology, which is massive – 

both positively and negatively. If governments wish to adopt Blockchain and DLT in their 

practices, including during elections, then they face huge challenges in attracting, re-training, and 

motivating tech-skills in the public sector. This will take a lot of time, but if governments fully 

commit to this, the outcomes will be staggeringly positive. 
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5. Evidence Giving 

5.1 Lord Holmes of Richmond, House of Lords 

 

What can Blockchain and what can distribute ledger technology do to assist with our democracy 

and with our electoral process? There's no question that there is more than a bit of a trust and 

transparency issue, not just in the UK but around the world. Perhaps democracy has always felt 

like it's on the brink of crisis; it's such a wonderful, but always such a tentative means of organizing 

our political affairs. 

 I knew this well before I was part of the House of Lords Select Committee on Democracy & Digital 

Technologies. The Committee published a report1 in 2020; In that report we looked at both the 

potential good that new technologies could bring, but also the harms. Understandably the harms 

get so much of the headlines, of course it makes sense, and they should be emblazoned because 

we have such a crisis of democracy, in terms of Cambridge Analytica, or go back a bit further, 

when we had hanging chads2. The reality is, as I’ve said always in most of these sessions, the 

 

1 House of Lords Select Committee on Democracy & Digital Technologies ‘Digital Technology and 
the Resurrection of Trust’ https://committees.parliament.uk/publications/1634/documents/17731/default/ 
 
2 In the 2000 United States presidential election, many Florida votes used Votomatic-style punched card 
ballots where incompletely punched holes resulted in partially punched chads: either a "hanging chad", 

https://committees.parliament.uk/publications/1634/documents/17731/default/
https://committees.parliament.uk/publications/1634/documents/17731/default/
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technologies themselves are neutral.  

It won't be technology which restores trust, vigour, and vibrancy to democracies 

around the world, but the technology can play an important part in that enabling and 

empowering process. 

5.1.2 Blockchain & Elections 

It is timely that we have this session. I put down amendments, to the elections bill3 currently 

going through the House of Lords, in terms of looking at experimentation for the government of 

having the vote on a Blockchain enabled platform. There are some very interesting use cases 

around the world, of which I know we will hear more of this evening. Estonia is always good to 

call on, but there are also examples some of the experimentation, which was done in elections in 

Salt Lake City, a little while ago. 

The key to so much of this is, will the technology work? Will it deliver in terms of technical 

proficiency? Will it cover off all the points which people rightly worry about, around privacy and 

data? 

Crucially, the key underpin in electoral processes, as with anything else, is will this 

further enable and empower inclusion as a result of the implementation of this 

technology? 

The vote now is nowhere near inclusive enough, and it's the broadest interpretation of that 

inclusion.  

Going beyond the voting process itself and we should also be looking at what we could do with 

Blockchain in terms of the electoral roll.  

Combining a DLT-enabled electoral roll with the vote, will really start to enable some 

possibilities around removing the chance of coercion and fraud, the problems with 

paper ballots, spoiled ballots, and postal votes. 

 

where one or more corners were still attached, or a “pregnant chad”, where all corners were still attached, 
but an indentation appears to have been made. (Wikipedia, April 2022) 
3 Elections Bill https://bills.parliament.uk/bills/3020 

https://bills.parliament.uk/bills/3020
https://bills.parliament.uk/bills/3020
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All of that is the potential, as ever, none of it is inevitable, but there's certainly more than enough 

there for some serious consideration and a lot of proofs of concept and pilots to be undertaken. 
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5.2 Dr. Luke Riley, Head of R&D, Quant Network 

 

I’ve been lucky enough to work on Blockchain voting systems since I moved into this domain in 

2017. I’ve seen lots of different types of voting systems: shareholder voting systems for 

organizations, as well and ones that have privacy-preserving features. 

Voting and Blockchain have been connected since the beginning and since the 

creation of bitcoin. 

With the creation of bitcoin, nodes would implicitly be voting on what they believe to be the next 

block. Then after bitcoin there came proof of stake systems where there was explicit voting by 

the nodes for which is the next block via signatures. That’s the consensus protocol. 

Due to this explicit connection, we are starting to see a lot of applications using voting that are 

built on top of these consensus protocols. Maybe the most famous ones are the decentralized 

autonomous organizations, and the ones during the initial coin offering boom in 2017. There were 

many different start-ups trying to do Blockchain voting everywhere. Shareholder voting is another 

common popular application.  

Blockchain and voting is so ingrained, that if you're a smart contract developer for Ethereum, the 

third example that you'll see from the Ethereum Foundation is a ballot smart contract 

implementing liquid democracy. This has been developed through research from different people 

in the Blockchain domain. 
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I wanted to highlight that Blockchain developers have contributed into the academic research 

literature in voting systems. Specifically in liquid democracy where there's multiple delegations 

from the original voter to the final person who's casting a vote. Additionally, in committee selection 

when you have a pool of possible candidates and you're trying to choose the fairest committee. 

Quadratic voting is another type of voting system, and is where you can get more and more votes, 

but here that doesn't equal that linear amount of voting power, your voting power quadratically 

decreases. There’s been lots of technology breakthroughs with zero knowledge proofs to help 

give private transactions and voting privacy can be part of that. 

5.2.1 Factors to consider when creating a Blockchain voting system 

So that said, Blockchain doesn't solve everything. There's a variety of factors, we need to think 

about. We need to think about system design, firstly. You can have you can have the perfect 

Blockchain voting system, but if it's all run by one actor, then you're going to have a problem. I 

remember from our literature review45 that there was a Blockchain voting system run by the city 

of Moscow, but I’m sure we're not going to trust that Blockchain voting system. 

 

You can see figure 1 that a Blockchain voting system has some different types of components, 

 

4 ‘Voting over a distributed ledger: an interdisciplinary perspective’ (September 2021) (Available at: 
https://www.nowpublishers.com/article/Details/MIC-071)  
5 ‘Can the Blockchain Tame Moscow's Wild Politics?’ (December 2017) (Available at: 
https://www.bloomberg.com/news/articles/2017-12-22/moscow-s-active-citizen-app-goes-on-the-
blockchain) 

Figure 1 

https://www.nowpublishers.com/article/Details/MIC-071
https://www.nowpublishers.com/article/Details/MIC-071
https://www.bloomberg.com/news/articles/2017-12-22/moscow-s-active-citizen-app-goes-on-the-blockchain
https://www.bloomberg.com/news/articles/2017-12-22/moscow-s-active-citizen-app-goes-on-the-blockchain
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some of which are stronger than others. Should you get all correct valid votes onto the Blockchain 

voting system, vote counting and calculating the correct winner of that election is easy – it is a 

standard smart contract thing.  

The next section is storage. Storing votes is equivalent to storing transactions, and that is basically 

what Blockchain is made for in a distributed manner. It's more difficult when we also add the 

property of privacy, but a lot of work has been completed in the Blockchain domain on this, and 

it's getting easier and easier with zero knowledge proofs or standard encryption techniques. 

We then have a couple of other components. There is vote collection and validation, as well as 

vote auditing. Both components are usually presented to the user using standard Web2 

infrastructure, such as a standard API. Because it's a standard API, possibly presented by one 

stakeholder, you might have a weakness there someone tries to attack that one stakeholder with 

this traditional technology infrastructure. A way to combat this is to have a variety of people giving 

interfaces into the Blockchain technology underneath. 

So now we start to talk about the possible weaker components. The first thing is voter registration. 

Who has an authorized account for this Blockchain voting system? Who’s providing the authority? 

Is it just going to be one person – here you're going to have centralized weakness. Or is it going 

to have a variety of decentralized parties - and are these decentralized parties balanced enough 

so that something won’t go wrong here?  

Finally, we have the user wallets. 

User wallets can be managed by individual users, or institutions on behalf of users, 

and we know from the normal Blockchain community that there can be all sorts of 

trouble here if the users don't manage their wallets themselves 

That's why I’ve highlighted the user wallet section in Blockchain voting systems, probably as being 

the weakest component. (figure 1) 

5.2.2 Blockchain & Democracy 

That said, where can we fit in Blockchain to democracy, in at least the short term? To answer that 

question, we need to think what is Blockchain and Distributed Ledger Technology (DLT) good at? 

1. DLT has data consistency between multiple parties. 

2. Transactions can be transparently audited by multiple parties from multiple locations.  

We could look at the data consistency property in terms of our electoral registers. The Electoral 
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Commission in 2015, found that the UK electoral register 9% inaccurate (redundant or fraudulent 

registrations). Each constituency manages their own local electoral register and residents are 

allowed to register with up to two different local authorities. 

I think this is one of the perfect places to start with Blockchain with our democracy. 

Each local authority could run their own nodes, they could authorise their own 

people, but they could have real time checks looking at whether ‘this person is 

registered somewhere else in a different constituency’. 

 

Even if there's a problem with one constituency’s technology infrastructure, such as there's a bug 

in constituency number two in figure 2, then because the bug is only on one or small number of 

nodes, then the other nodes or constituencies in the network can work together to make sure that 

the electoral register stays intact. 

5.2.3 Liquid Democracy 

Another example I have about auditability is a liquid democracy. This is a popular topic in 

Blockchain, we see it quite often, but in in democracy or normal voting people might not be familiar 

with this. They might know of course referenda, where every person can vote individually, or they 

might know about proxy voting, where you can delegate a one-time vote to someone else.  

With liquid democracy, that delegation can take on multiple steps. This is a hybrid approach 

between referendum to representative democracy. The idea is that it could keep engagement 

high for every type of vote that you're running, because either a person is going to vote directly 

or is going to be choosing a delegate. That delegate will use that person use a person's vote for 

Figure 2 
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what they think is best. You can delegate your vote for different topics like economic, 

environmental, health, etc., and you can take back your vote at any time and send it to someone 

else. The reason why Blockchain is good for this is due to its decentralised nature. If you use a 

centralized system to audit this type of voting it's a complete nightmare, because your vote can 

go to 100 different delegations this way in that way - it would be a mess.  

With Blockchain voting, you can very quickly see that a vote has been correctly sent 

to the right person.  

5.2.4 Blockchain Voting Systems 

Every type of Blockchain application has two main components: 

1. Infrastructure layer 

2. Application layer 

The infrastructure layer looks at which blockchain you're going to use, who's going to run your 

nodes, how we set up the network, and how do we authorise users to use that network. Then we 

have the application layer.  

Today we're talking about application layer with voting in any type of democracy use case. 

However, if you want to build this type of application, you might first take 6 to 24 months to build 

your infrastructure, before you can do anything on the application. Therefore, I'm suggesting that 

you only need to think of the application side creating a voting system and try and use someone 

else's infrastructure. Either use a permissionless distributed ledger, but that's probably not 

appropriate for a Blockchain voting system, or build a national infrastructure, like what the EU is 

doing with the European Blockchain Services Infrastructure. Alternatively, integrate a commercial 

infrastructure that can be reused for multiple different voting systems; there's a consortium called 

Lacchain6 in South America, who are doing this for that region.  

To speed up these types of applications, for Blockchain voting systems, you need to 

have the reliable infrastructure underneath. 

 

 

6 Lacchain – a commercial Blockchain infrastructure in South America. https://www.lacchain.net/home (in 
Spanish) 

https://www.lacchain.net/home
https://www.lacchain.net/home
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5.3 Tracey Lane, Practice Manager, Public Administration & Institutional 

Reform, World Bank 

 

The World Bank has its own definition for GovTech, which focuses on concepts of the whole of 

government and citizen at the centre. 

We’re using our GovTech global partnership, which brings in technical and financial 

support from a range of different governments around the world to promote the use of 

technology for public sector modernization. 

Our entire team at the World Bank covers public sector modernization, from organizational 

decentralization points of view as well as technology. Turning to our subject today we're very keen 

to explore how to use disruptive technologies, including Distributed Ledger Technology (DLT) to 

enhance government effectiveness. Our angle is less from voting and electoral systems but more 

from government efficiency, public sector productivity and ultimately, transparency and 

accountable governments. That’s the angle we’ve been approaching the use of Blockchain 

technology. 

We currently have 140 GovTech projects, and each project is a World Bank loan 

around the world in 80 countries. 
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We've been doing this kind of work on digital transformation for two decades, our GovTech 

approach is billed as our latest version of this. We are happy to talk through some of the examples 

that we've been experimenting with, but we recognize it’s relatively new for us in the World Bank 

too, in particular on elections and voting systems which isn't an area that the bank typically gets 

invited into. 

5.3.1 Blockchain & Government Activities 

We've been working, both through analytical work and some proof-of-concept experimentation, 

to see how Blockchain has the potential to transform and enhance government activities 

considerably. The use cases that we have access to still quite few, we are not big here yet in the 

public sector space, but we can see that this is coming. We know that countries like Estonia, 

Georgia and Ukraine are usingBblockchain and deploying it for registration of land titles, for 

example. The Medici Land Governance Project7 is operational in some of our clients like 

Rwanda, Zambia and Liberia – this technology is being used to ensure that we have a transparent 

and trusted system of land registration and transfer. This is very critical for economic 

development. 

Using Blockchain for land titling procedures through a public private partnership with Bitfury8 in 

Georgia allowed them to maintain an accurate registry of land title, where previously land records 

were being surreptitiously changed. In Portugal, the World Bank has been working with the 

agency responsible for the implementation of the a budget law, Unilayer9 to look at whether 

Blockchain technology can be bought into public financial management. The public financial IT 

system is highly decentralized, public sector and accounting systems are not integrated, it's a 

challenge for the execution of the budget to be done in a way that leads to fast reconciliation of 

accounts and consolidation of financial reports.  

Analytical work found that Blockchain and DLT generally, could play a key role in 

shoring up the public financial management system, and ensuring that there is a 

single source of truth. 

There's a recommendation to move to a proof-of-concept stage here on public financial 

management. 

 

7 Medici Land Governance Project (https://mediciland.com/) 
8 Bitfury (https://bitfury.com/) 
9 Unilayer (https://unilayer.com/) 

https://mediciland.com/
https://bitfury.com/
https://unilayer.com/
https://mediciland.com/)
https://bitfury.com/)
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5.3.2 Example: SOL in Brazil 

Where we have already developed a proof of concept is in Brazil, on public procurement systems 

in the states of Bahia and Rio Grande do Norte. Here, we developed an app called SOL10, which 

uses DLT for the public procurement system. Local community farmers benefit from community 

driven development projects using either World Bank funds; the farmers can use the SOL app to 

apply to comply with the standard and official public procurement procedures. As you can imagine 

this is complicated and difficult to ensure compliance if you're in a local rural farming community. 

The SOL app digitalises procurement processes for all the necessary goods, such as fertilizes or 

agricultural equipment and seeds, and covers all the steps, from creating the launch of the tender 

from through to signing contracts, and the audit trail.  

This replaces all paper based processes, increases the efficiency, transparency, and 

overall governance of the process.  

An additional benefit was during the COVID-19 pandemic. With the SOL app they were able to 

continue to use this community driven development project, because the app had already 

eliminated the need for any face-to-face meeting and still be reliable in its systems. 

Blockchain has enabled all the information passed through that app to be recorded 

and its original state and protected from edits, and therefore part of our overall push 

towards a transparent and accountable system for procurement. 

Currently there are 1,400 associations using the SOL app and more than 2,700 registered 

vendors. 

5.3.3 Challenges and Risks 

There are examples where we see Blockchain as showing a lot of promise, in our stridence for 

accountable and transparent government and more efficient public services. However, we know 

that there are lots of challenges to this, and adoption is likely to take much longer in the developing 

countries, where we work. In particular, analogue compliments are key. We have just finished a 

report looking at digital skills and the public sector and know that the challenges that governments 

face in attracting, retaining, training, motivating tech-skills in the public sector are enormous. This 

is at least one possible problem that countries are going to face – it will delay the uptake and the 

 

10 SOL App (https://www.sol-app.net/home-en) 

https://www.sol-app.net/home-en
file:///C:/Users/GeorgeFarrer/Documents/George%20BIC/APPG%20BLOCKCHAIN/Blockchain%20Reports/Government,%20Democracy%20&%20Voting/(https:/www.sol-app.net/home-en
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opportunities from coming to pass. All these enabling factors really need to be brought into play. 

We want to note that even if you have a transparent system of transactions, in many 

of the jurisdictions, in which we work you do not have transparency around whom 

those transactions are taking place with. 

Without identity systems that are equally robust, and then being sure that A has passed resources 

to B, but without knowing who A and B is very problematic, as you can imagine in places where 

illicit financial transactions are a key concern. 

In summary, we see the use of Blockchain posing new opportunities but also challenges and 

risks. We want to ensure that policymakers and lawmakers can strike the right balance between 

the hype surrounding new technology, and the potential transformation of the new technology. 

What we urge is for parliamentarians and governments to pursue these ideas but ask questions 

first. Ask questions around the government and regulatory framework, questions such as… 

• What is in place?  

• Does it allow for appropriate data governance and interoperability across government 

data silos?  

• Are there sufficient skills?  

• Are there legal frameworks and people who can cope with cyber security risks?  

• Are the legal frameworks robust for personal data privacy? 

• Can technical solutions have an unintended consequence?  

 

We're always pushing to make sure that our services through our projects and 

through governments reach the poorest; but by moving everything into a more 

digitalized realm, there's a huge concern of widening the digital divide and 

exacerbating internet poverty. 

We want to make sure that our projects encourage parliamentarians to look at how we can use 

new technology, but at the same time not leave those who don't have access behind. 
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5.4  Prof. Steve Schneider, Director, Surrey Centre for Cyber Security, 

University of Surrey 

 

5.4.1 Benefits of Electronic Voting 

I think it's worth considering the motivations for electronic voting. Accessibility is an important 

driver and was the main driver when I was working in the state of Victoria. 

To be able to cast genuinely secret ballot, there's certain parts of the electorate who 

would really benefit from the use of technology. 

Some voters have difficulty to get into the polling station, some people will have difficulty filling 

in a ballot and need assistance. So to get it genuinely secret, technology is a is a benefit there. 

It is also argued that it's more convenient and fits better with modern lifestyles.  

Citizens are very comfortable with doing everything online, and it is argued that more 

convenient voting also increases engagement in the elections process – as far as I 

can see the jury's still out on this one. 

Various studies in other countries haven't supported that. The vibrancy of the democratic process 

is the most important thing, and just something being more convenient people, still have to wants 
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to do it. 

5.4.2 Challenges 

It's essential that the electronic voting is trusted by the voting population - trust is critical. Given 

public awareness of cyber-attacks on all sorts of systems there needs to be convincing 

explanations of why the results provided by the system should be accepted.  

This is not to persuade the winner, who is generally happy to accept the result, but to 

persuade the loser, that they lost. 

There are several challenges that any voting system needs to address, and these are challenges, 

even for polling place voting which are particularly difficult for internet voting systems, where the 

voters are typically using their own devices and they're in an uncontrolled environment. First, the 

system needs to ensure the votes are cast as intended, then recorded as cast and then tallied as 

recorded. This means the vote that the voting device submits the vote that the voter intends to 

submit, and then it's recorded correctly within the system, and then all these recorded votes give 

the correct results. This all must happen, while protecting the secrecy of the ballot. 

An electronic voting system needs to ensure that only eligible voters can vote, and that they can 

only vote once. So there's issues around digital identity management, to ensure that the system 

knows who's casting the vote and the integrity of the voter roll to ensure that the right people. are 

voting. 

There are also challenges around coercion resistance.  

How can a system provide a way for a voter who’s been coerced to vote in a particular 

way, to vote the way they want and withstand threats or bribery to voting in different 

ways? 

Lastly, there’s challenges around public trust. Why in these days of conspiracy theories and 

suspicion, should the public trust the voting system? There needs to be clear explanations and a 

public understanding of why the result is correct or why the election has been run correctly. 

5.4.3 Voting vs. Online Banking 

In these kind of discussions, I often hear the question of ‘we all bank online, so why can't we vote 

online. If I'm willing to trust all my money to online banking and the banks constant security 
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problem, then it can't be beyond us also to sort out online voting’. Thinking about online banking 

highlights some of the differences. With online banking, you have receipts of transactions, you 

have bank statements that you can check, you have audit trails, and you have ways of correcting 

mistakes.  

Online banking is not 100% secure, banks do end up losing money to online fraud attacks. Voting 

is more difficult, but transactions need to be kept secret, even from the authorities themselves, 

as well as from other voters. Some of the academic research that's making its way out into real 

voting systems does provide ways of getting receipts and audit trails through the use of 

cryptography to protect the privacy debate. 

5.4.4 Verifiability 

This leads us to verifiability in voting systems. Verifiability is about providing evidence that the 

election has run correctly, and the correct result has been delivered. 

It does require some form of receipt which would be a record of an encrypted vote 

and publicly checked with evidence that the ballots have been correctly processed. 

There are ways of doing this by means of cryptography. This was the approach that we took in 

Victoria, and also in our trials in the UK. 

The key aspect of the verifiability evidence is that it needs to be robust, so that all parties looking 

at it know that they're seeing the same thing, and then they can trust that that evidence is the 

record of the election, and then it can't be tampered with after it's been provided.  

This is exactly the kind of strength that Distributed Ledger Technology and 

Blockchain provides. 

You need to maintain the evidence chain, so that voters can check the correctness of their vote, 

and the independent scrutineers can check that the votes have been tallied correctly. All of this 

can be done through cryptographic checks, so by collecting and then checking the evidence we 

can obtain the assurance we need to see that the election has not been attacked or tampered 

with. 

It seems to me that Blockchain can play a critical role in ensuring verifiability in 

elections. 



 
 

 

29 

 

The ledger element of Blockchain provides the widely trusted platform, that provides a public 

record and enables independent checkers to audit the steps of the election and establish that it 

has been correctly run. 

This doesn't resolve all the challenges that we've heard about. We still must have confidence that 

all the votes on the record are genuine. We need to be confident that voters will detect, for 

example, if their device has malware and the switching their vote, so they'll detect that their vote 

has been recorded as cast or else we need to develop secure devices that are not susceptible to 

such attacks – but I don't think we are yet. 

There's also challenges still in digital identity management, especially as, in the UK we don't have 

electronic identity cards, and politically it seems we don't want them. This makes it harder for the 

voting system to know who's casting your vote.  

There’s also challenges in usability and usable security because there’s always a 

tension between usability – making things as easy as possible to use – and security, 

which makes you jump through additional hoops. 

Secure systems really do need to be used by everyone, by the whole voting population, without 

training, and with only very occasional use. They need to be intuitive and straightforward, so they 

don't put people off and disenfranchise voters.  

5.4.5 Benefits of Blockchain 

I see the challenge of providing a reliable and trusted platform for verifiability 

evidence is tailor made for Blockchain and that’s a natural solution to this aspect of 

the voting challenge. 

I would have three recommendations: 

1. Having a good Blockchain infrastructure as a public good, to support election verifiability, 

would be a good thing to develop.  

2. I think we're at the point where we can run field trials on verifiable electronic voting to 

evaluate how voters understand it. 

3. Get across the kind of security mechanisms that people are getting used too, like two 

factor authentication that generally we’re seeing more and more.  

It's critical that we strive for transparency in the systems that we're developing and running. 
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This is the best way to obtain the necessary public trust in these systems. 
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5.5  Dr. Robert Herian, Associate Professor of Law, University of Exeter 

 

5.5.1 Blockchain’s Attributes 

It’s been clear for a long time that Distributed Ledger Technology (DLT) and Blockchains might 

have potential beyond bitcoin, Non-Fungible Tokens (NFTs) and Web3 headlines, and that's 

based on four attributes. The four that I’ve highlighted are:  

• Network resiliency and security – this is built around this idea of no single points of failure. 

• Immutability - they’re append-only records.  

• Transparency and traceability of data. 

• Post-trust transactions.  

I'm interested in how Blockchains and their attributes fit with a holistic and inclusive interpretation 

of democracy. By that I mean one involving all functions, departments, and services of 

governments, nationally and locally to address public needs and interests. Height-boosterism and 

evangelism have all too often overshadowed conversations about what public service Blockchain 

potential could or should look like. For example, the Government Digital Service (GDS) including 

the central and local government levels via gov.uk PaaS11 (platform as a service), could integrate 

Blockchain to provide everyday digital public services that really matter to people. This includes 

online tax, document checking, MOT reminders, visa applications changing your name via deed 

poll, gender recognition certificates or adopting a child. For technical and social reasons, these 

 

11 GOV.UK Platform of a Service (https://www.cloud.service.gov.uk/) 

https://www.cloud.service.gov.uk/
https://www.cloud.service.gov.uk/)
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services would not sit comfortably on public or permissionless Blockchains. If there is a case for 

Blockchain in this area, this means sidechains, bridges or, more likely permissioned Blockchains. 

Either way, the fundamental immutability of Blockchain, especially considering the lengthy 

discussions we've heard in recent years regarding article 17 of GDPR, (the right to erasure) 

creates significant problems for government administration, from the point of view of individual 

rights and interests over privacy, data and information. 

The goal of comprehensive and effective digital public service underpinned by Blockchain is that 

it will benefit everyone and exclude no one. In an ideal world, this goal, either with or without 

Blockchain should include economic needs and deliver equitable and trusted democratic 

outcomes for all citizens. This is something that is arguably more important than ever, against the 

backdrop of what the International Institute for Democracy and Electoral Assistance have called 

backsliding democracies, perhaps most notably have spoken about the US. I continue to argue 

that we shouldn't lose sight of what is at stake from using technologies forged by anarcho-

capitalists and high libertarian ambitions, both of which promote at least conceptually, re-

definitions of democracy and the social contract which are rooted in a cross-pollination of 

hardened perceptions of untrustworthy political institutions. This is cross-pollinated with what I 

also refer to as a transactional hyper-individualism. One way this might develop is through liquid 

democracy. 

5.5.2 What conditions might Blockchain create or speed up in this case?  

I will give three examples. 

1. Citizens who both engage with the system while not being wholly part of it. We could arguably 

say that this will be a further de-emphasizing of the political as an ongoing process rather 

than as a periodic transactional tick box exercise.  

2. Technologies, including Blockchain that are used to facilitate greater self-sovereignty, and so 

promote individualists or hyper localist agendas ahead of community or national interests.  

3. Tokenised voting systems to give the greatest voting power to those with the most tokens 

and allow for strategic delegation of voting power. 

 

5.5.3 Challenges 

At the more practical level, the overreliance on digital public services exposes real 

digital divides and inequalities, meaning unequal access for all citizens to 
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technologies, as well as the know-how to use them. 

Added to this, are existing problems with digital infrastructure, especially layering legacy ICT and 

new operating networks, meaning government having to spend billions maintaining old systems, 

even before it can think about adopting new ways of working.  

While I maintain, as I have for several years, for governments and regulators to ignore or dismiss 

Blockchain is unwise, I don't think that's really the issue once was. The Economic Secretary to 

the Treasury John Glen's speech yesterday12 (4/4/22) at the Innovate Finance Global Summit is 

perhaps further evidence of this. However, neither Government Digital Service nor the 

Government’s Chief Technology Officer appear to be saying much about Blockchain in public. 

Nor is Blockchain highlighted, at least not in a positive light by some of those organizations seen 

by GDS as exemplars and solid repositories of expertise. Namely the Office for National Statistics, 

Met Office, GCHQ and NHSX. Indeed, referring in part to Blockchain, the NHS business service 

authority says that we may adopt some of these technologies, they may even be a by-product, 

but they are not our digital strategy. 

5.5.4 Security & Resilience 

It's important to read around the promise of decentralization and distribution, as no single point 

of failure.  

Of interest to me are questions of power, and the influence of individual nodes will 

have to verify transactions and the potential constraints of public accountability this 

may cause. 

We can probably also include developers in this equation as well. This is a scenario made more 

concerning if we're talking about wholly permissionless Blockchains for public service, and as I’ve 

already mentioned, I don't think that's very likely. Nonetheless on either permissioned or 

permissionless Blockchains there are public interest and accountability risks from consensus or 

authority nodes that are run by private contractors, especially where those are backed by 

arbitration clauses. Therefore, we need to test whether the effective contracting guidance set out 

in the Government's Digital and Data Technology Playbook, which does not presently mention 

Blockchain although it does leave the door open for innovation and new technologies, whether 

 

12 Economic Secretary to the Treasury, John Glen’s Speech to the Innovate Finance Global Summit 
(4.4.22) (https://www.gov.uk/government/speeches/keynote-speech-by-john-glen-economic-secretary-to-
the-treasury-at-the-innovate-finance-global-summit) 

https://www.gov.uk/government/speeches/keynote-speech-by-john-glen-economic-secretary-to-the-treasury-at-the-innovate-finance-global-summit
https://www.gov.uk/government/speeches/keynote-speech-by-john-glen-economic-secretary-to-the-treasury-at-the-innovate-finance-global-summit
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that particular playbook will cover service provision and procurement of Blockchain technologies. 

So, without this the question remains as to where no single point of failure, or single point of truth, 

maybe to use the ideological rather than technological version, becomes no single point of 

accountability or liability.  

This raises further general questions on how successfully Blockchain can support 

and maintain existing rules, principles and practices, and the need for critical 

regulation to ensure this.  

For me, a key aim of a critical regulator is to interrogate power that is made up in the layers, the 

stacks the nodes, networks, and an ecosystem more broadly. 

The transparency and traceability Blockchains provide can also be features of the 

regulatory process in this case, with Blockchains not being subject to regulatory 

scrutiny but providing it.  

This can be done on appeal from communities who otherwise lack know how and influence over 

the technologies in data practices, that increasingly shape and control their lives. 

5.5.5 Political Engagement 

I’m not convinced that Blockchain can ultimately address civic or political 

engagement issues, including voter apathy.  

Generally ICT may make political communications and actions easier, but if social inequality 

dominates digital infrastructures, a public realm of political equality cannot come into being. 

Blockchain and liquid democracy as pars to technology-enabled democracies, will suffer the same 

problems as representative democracy because the technology, is simply not as egalitarian as 

optimists think. 

5.5.6 Concluding Remarks 

These are complex social issues, rooted in the messiness of human endeavour that engineering 

or design alone simply cannot solve.  

Attempting to discipline politics with transactional technologies such as Blockchain 
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is arguably not a sustainable response, nor is it in the best interest of democracy in 

the long term. 

Even if an undeniable case for government and public service Blockchains can be made, using 

the technology to facilitate public interest, rather than defining them means Blockchain’s influence 

will be more limited that I’m some would like. To paraphrase the NHS Business Service Authority, 

we may adopt some of these technologies, they may even be a by-product, but they should not 

be our only strategy. 
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